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HNucTpykuus
JJIs1 00y4YaroUUXcsl Mo o0ecrneYeHNnI0 HH(POpPMaHOHHOK 0€30I1aCHOCTH NPH
HCIO0JIb30BaHNU ceTH «HTepHeT» 1A pa3MellleHHs B y4eOHbIX KaOMHeTaXx, B
KOTOPBIX OCylllecTBJIsAETCs A0CcTyN B ceTh «AHTEepHET»

C KaxabIM roJIoM MOJIOJICKH B MHTEPHETE CTAHOBUTHCSA OOJIbINE, a MIKOJbHUKH
OJIHM W3 CaMbIX aKTHBHBIX Moyb3oBaTeneid Pynera. Mexay TeM, MOMHUMO OTPOMHOIO
KOJIMYECTBA BO3MOXKHOCTEW, MHTEPHET HECET U MPOOJIeMbl. DTa MaMsTKa A0JIKHA TOMOYb
Tebe 0e301acHO HaXOIUThCS B CETH.

KomnbrorepHbie BUpPYChI

KommbloTepHblif BHpYC - 3TO Pa3sHOBUAHOCTh KOMIIBIOTEPHBIX MpPOTpamw,
OTJIMYUTENIbHON OCOOCHHOCTBIO KOTOPOHM SIBISIETCS CIOCOOHOCTH K pa3sMHOXKeHUio. B
JIOTIOJIHEHUE K 3TOMY, BHPYCbl MOTYT MOBPEAMTHh WM TMOJHOCTbIO YHUYTOXHUTH BCE
(aiiibl U JaHHbBIE, TOJKOHTPOJIBHBIE MOJIB30BATEIN0, OT UMEHH KOTOPOTro Obljia 3aIylieHa
3apakeHHasl MporpaMma, a TakKe MOBPEAUTh WIHM JaKe YHUUYTOXKUTH ONEPALMOHHYIO
CUCTEMY CO BceMH (ailllaMmu B 1eJOM. B OONBIIMHCTBE CIy4yaeB PacIpOCTPAHSIOTCS
BUPYCHI UEPE3 UHTEPHET.

Mertozp! 3alIMTHI OT BPEJOHOCHBIX MPOrPAMM:

1. Mcrionb3yii COBpPEMEHHBIE ONEPALMOHHBIE CUCTEMbI, WMEIOLIUE CEPbE3HBIN
YPOBEHB 3aLLUTHI OT BPEIOHOCHBIX ITPOrpamMM;

2. [locrosiHHO ~ ycTaHaBnuBaih  mauth  (UMQpPOBbIE  3amjaTKH,  KOTOpHIE
aBTOMATHUYECKH YCTAaHABIUBAIOTCS C 1LENbI0 JOpPaOOTKH MPOTPpaMMbl) U JIpyTUE
OOHOBJICHHSI CBOEW oOmepalroHHON cucTeMbl. CkauMBail MX TOJNBKO C O(UIHATIBLHOTO
caiita paspabotunka OC. Eciam cymiecTByeT pekMM aBTOMATHUYECKOTO OOHOBJICHMS,
BKJIFOYH €T0;

3. PaGoraii Ha cBOoeM KOMIBIOTEpE IIOJ TpaBaMu TMOJb30BaTeNsl, a He
aJMUHHUCTpaTOpa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEJOHOCHBIX IPOrpaMm
MHCTAJUIUPOBATHCS HA TBOEM MIEPCOHATBHOM KOMIIBIOTEPE;

4. cnonb3yd ~ aHTUBUPYCHBIE  MPOrPaMMHBIE  MPOAYKTHI ~ HM3BECTHBIX
MPOU3BOIUTENEH, C aBTOMATUYECKIM OOHOBJICHHEM 0a3;

5. Orpannub GU3NYECKUH JOCTYN K KOMIBIOTEPY JUIsl TOCTOPOHHUX JIUIL;

6. Mcnonp3yit BHEIIHME HOCHTENW MHQPOpPMAIUHU, TaKue Kak (Jelika, JUCK WIH
(aiin U3 UHTEpHEeTa, TOJIBKO U3 IPOBEPEHHBIX HICTOYHUKOB;

7. He oTkppiBail KOMIBIOTEpHBIE (Daiiyibl, TOTyYEHHBIE W3 HEHAJE)KHBIX
MCTOYHUKOB. Jlaxke Te (ailnbl, KOTOpble TpHCTIan TBOM 3HaKOMbIH. Jlydrne yTouHH y
HEro, OTHPABJIISII JIU OH Te0e UX.

Cern WI-FI

Wi-Fi - 3T0 He BuJ mepenauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JIHIIL OpeH[,
Mmapka. Eme B 1991 rony Huaepnanackas koMmmnanus 3apeructpupoBaia openg "WECA",
yro oOo3Hayano crnoBocoueranne "Wireless Fidelity", koTopblii mepeBomuTCcs Kak
"GecrpoBOIHAS TOYHOCTH".



Jlo Hamiero BpeMeHHM joluia apyras abOpeBuaTypa, KOTopas sBJISETCS TaKOU XKe
TexHojorueil. Oto abopeBuarypa "Wi-Fi". Takoe Ha3zBaHue ObLIO JaHO C HAMEKOM Ha
cTaHzapT BbIciIed 3BykoBou TexHukud Hi-Fi, uro B mepeBoje o3Hauaer "BBICOKas
TOYHOCTB".

Ja, OecriaTHBIE WMHTEPHET-IOCTYN B Kade, OTENsIX M a’3pornoprax sBIsSETCA
OTJIMYHON BO3MOKHOCTBIO BbIXOJa B MHTepHET. Ho MHOrme skcmepThl CUMTAIOT, UYTO
obmenoctynubie Wi-Fi ceTu He SIBISIOTCS O€30MacHBIMH.

CoBeThlI 110 6€30MacCHOCTH PabOTHI B 00MIEIOCTYMHBIX ceTsX Wi-fi:

1. He mepenmaBaii cBoro JHuHYIO HH(pOpMaNHIO dYepe3 oOmiemoctynHbie Wi-Fi
cetu. PaboTast B HUX, JKelaTeIbHO HE BBOJUTH MAPOJU JOCTYIA, JOTUHBI U KaKHE - TO
HOMeEpa;

2. Ucnonb3yih U OOHOBJISI aHTUBUPYCHblE NHporpamMMmbl M OpanHamayep. Tem
CaMbIM ThI 00€30MacuIllb ce0sl OT 3aKaYKW BHUPyCa Ha TBOE YCTPOMCTBO;

3. IIpu ucnonwzoBanuu Wi-Fi otkiroun @ysknuro "OOmmil noctyn K Qaitnam u
npuHtepam". JlaHHas (QyHKUMS 3aKpeiTa 1O YMOJYAaHHUIO, OJHAKO HEKOTOpbIE
M0JIb30BaTENIM aKTUBUPYIOT €€ 7Sl y100CTBa UCII0JIb30BaHUs B paboTe Ui yueoe;

4. He ucnonp3yii nyonuunsiidi WI-FI myis nepenaun TUYHBIX TaHHBIX, HAIpUMED
JUIS BBIXOJIAa B COLIMAJIbHBIE CETH WJIM B DJIEKTPOHHYIO MOUTY;

5. HMcnonp3y#t Tosbko 3amuiieHHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e.
npu Habope BeO-aapeca BBoAM uMeHHO "https://";

6. B moOmnpHOM Tenedone otkmoun  ¢Qyakiuioo 'Tlomkirouenne k  Wi-Fi
aBromatuuecku'". He momyckali aBTOMaTH4ecKOro MOJKIIIOUEHHUsI YCTPOWCTBA K CETSIM
Wi-Fi 6e3 TBoero corsacusi.

ConunanbHble ceTH

ConuanbHble CETH aKTMBHO BXOJAT B HAlly >KU3Hb, MHOTHE JIIOAU pabOTalOT U
KMBYT TaM IIOCTOsIHHO, a B Facebook yxxe 3apeructpupoBaH Muiuimap] 4eloBEK, 4YTO
ABJISIETCS] OJHOM CEbMOU BCEX KUTEINIEH IUIaHEeThl. MHOIMe M0Ib30BaTENN HE IOHUMAIOT,
4yT0 MH(pOpMaIMs, pa3MEUICHHAas UMM B COLIMAIbHBIX CETAX, MOXET ObITh HailleHa u
UCIIO0JIb30BaHA KEM YTOJIHO, B TOM YHCJIe HE 0053aTeNbHO C O1aruMy HAMEPEHHUSIMH.

OCHOBHBIE COBETHI 10 OE30ITACHOCTH B COLUANIBHBIX CETAX:

1. OrpaHuub CIUCOK Jpy3ed. Y TeOs B ApPYy3bsAX HE JAOIDKHO OBITh CIy4alHBIX U
HE3HAKOMBIX JIIOJEH;

2. 3ammail cBOX0 4acTHYIO *u3Hb. He ykaspiBail maposu, TenedoHsbl, ajpeca,
JaTy TBOErO POXKICHHUSA U JPYTYI0 JMYHYI0 MHQOPMALKIO. 3I0YMBIIUIEHHUKHA MOTYT
UCIOJIb30BaTh Jaxe HHMOPMALMI0O O TOM, KaK Thl M TBOM POAUTENN IUIAHUPYETe
IIPOBECTH KaHUKYJIbI;

3. 3amuinai cCBOIO peryTaluio - JepKU €€ B YHCTOTe U 3aJaBail cebe BOMpOC:
XOTes1 OBl ThI, YTOOBI JIpyrHe MOJb30BaTeNId BUIENIHU, YTO Thl 3arpyxaeuib? Ilogymai,
IPEeXAe YeM YTO-TO OIyOJIUKOBATh, HAIIUCATh U 3arpy3UTh;

4. Ecay Tl TOBOpHIIb C JIFOJBMH, KOTOPBIX HE 3HACIIb, HE HCIIOJIB3YyH CBOE
peanpHOE UMS U JPYTyI0 JUYHYI0 UH()OPMALUU: UMS, MECTO KUTEIbCTBA, MECTO y4eObl
U IIpoYee;

5. U3berait pasmemenus Qororpaduit B MuTepHere, rae Thl H300pakeH Ha
MECTHOCTH, 110 KOTOPOH MOKHO OIPEAEIUTH TBOE MECTOIIOJIOKEHHUE;

6. Ilpu perucrpanuu B COIMAIBHOW CETH HEOOXOIUMO HCIIOJIB30BATH CIIOKHBIC
MapoJiv, cocTosue u3 OyKB U U(pP U ¢ KOJIUIECTBOM 3HAKOB HE MEHee §;

7. JIns conuanbHON CETH, MOYTHI U APYTUX CAUTOB HEOOXOAMMO HMCHOJb30BATh
pasHble napoiu. Toraa eciu TeOs B3JIOMArOT, TO 3JOYMBIIIJIEHHUKH MOJIYy4YaT JOCTYI



TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpa3y.
DJIeKTPOHHBbIE IEHbI'H

DONEeKTPOHHBIE JIEHBIM - 3TO OYEHb YJOOHBIM CHOCOO IUIaTeXei, OIHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT IOIYYUTh 3TH JICHBIU.

DONEKTPOHHBIE JIEHbI'M IOSBWIMCH COBCEM HENABHO M HMMEHHO M3-3a 3TOrO BO
MHOT'MX I'OCYJIapCTBaX J0 CHX IIOP HE MPOIKCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHM (QyHKIMOHHPYIOT U O HUX YK€ IPOIMUCAHO B 3aKOHE, I'JIe MX
pa3lensoT Ha HECKOJIBKO BUJOB - AHOHMMHBIE M HE aHOHMMHbIE. PasHuia B TOM, 4TO
aHOHMMHBIE - 3TO Te€, B KOTOpPBIX paspemiaercs MNpOBOAUTH omepauuu 0e3
UIACHTU(PUKALUN [0JIb30BaTeNIl, a B HEAHOHUMHBIX HUACHTU(PUKALUS TOJIb30BaTENSA
ABJISIETCS 00s13aTENbHOM.

Taxxe cinegyeT pas3nuMyaTh  3JEKTPOHHbIE  (UaTHbIE JACHBIUW  (paBHBI
rOCy/IapCTBEHHBIM BaJlOTaM) M DJIGKTPOHHbIE HepUaTHbIE JEHbI'M (HE paBHBI
rOCY/IapCTBEHHBIM BaJIIOTaMm).

OcHOBHBIE COBETHI 110 O€3011aCHOI paboTe € ANEKTPOHHBIMU JCHbIAMM:

1. IlpuBsku K cueTy MOOWUIBHBIM TenedoH. DTO caMblif yI0OHBII U OBICTPHIA
crnoco® BOCCTAHOBUTH JOCTyN K cuery. [IpuBs3aHHBIA TenedoH TOMOXKET, eciu
3a0yIenb CBOM TJIATEKHBIM Mapoiib WIH 3aiIeIIh HAa CAalT C HE3HAKOMOTO YCTPOMCTBA,

2. Ucnonb3yil oaHopaszoBble maponu. Ilocime mepexona Ha  YCHICHHYHO
aBTopu3alio Tede yxe He OyIeT yrpokarb OMNAcHOCTh KpakM WIM IepexBara
IIJIATEKHOTO NapoJIs;

3. Boibepu cnoxubiii maponb. [lpectymHukam Oyaer He NpOCTO yrajarh
CJIOKHBIN mapoiib. HanexHble mapoiau - 3TO Mapoik, KOTOPHIE COAEpX AT HE MeHee §
3HaKOB W BKJIIOYAIOT B ce0s CTPOYHBbIE U TMPOMHCHBbIE OYKBBI, HU(PPHI U HECKOJIHKO
CUMBOJIOB, TaKMe Kak 3HaK Jojijiapa, (pyHTa, BOCKIMIATENbHBIN 3HaK U T.N. Hanpumep,
$tRONg!;;

4. He BBO/M CBOM JIMYHBIE IaHHBIEC HA CaTaX, KOTOPBIM HE JOBEPSCUIb.
JJIeKTPOHHAS MMOYTA

DJIEKTpOHHAs MOYTa - 3TO TEXHOJIOTUS U MPEIOCTAaBISEMbIE €0 YCIYyTH II0
NEPEeChUIKE U TOJNYYECHUIO AJIEKTPOHHBIX COOOIIEHUN, KOTOpBIE pACTpEAeIsIOTCs B
KOMIBIOTEpHOU ceTu. OOBIYHO AIEKTPOHHBIM MOYTOBBIA SIIIUK BBITJISIUT CIETYIOMIUM
oOpa3oM: HMs_TOJIb30BaTEIA(@uUMs_jioMeHa. Taxke KpoMe Tiepeiauu MpoCTOro
TEKCTa, UMEETCsl BOBMOKHOCTD TepeiaBaTh (Pailiibl.

OcHOBHBIE COBETHI 110 6€3011aCHOI paboTe ¢ AIEKTPOHHON MOUTOM:

1. Hago BBIOpaTh MpaBWIBHBIA MOYTOBBIM cepBUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOD OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYYIIIE JOBEPATH TE€M, KOTO 3HACIIb U
KTO TIEPBBIN B PEUTHUHTE;

2. He ykaspiBaii B nW4HOHM modTe JUYHYH HH(popmanuroo. Hampumep, mydine
BBIOpaTh "My3bIKaNbHBIA (paHaT@" wim "pok2013" BMecTo "Temal3";

3. Ucnonp3yii AByX3TalmHYH aBTOPU3ALMIO. DTO KOI/JAa MOMHMO Mapojis HYKHO
BBOJUTH KOJ, MPUChUIaeMbIi 110 SMS;

4. BoiOepy CIOXKHBINA Tapoib. [ KaXAOro MOYTOBOTO SIIUKA JOJDKEH OBITh
CBOW HAJEKHBIM, yCTOMYUBBIN K B3JIOMY HapoJib;

5. Ecnu ecTh BO3MOXXHOCTh HAMCAaTh CAMOMY CBOM JIMYHBIM BOIPOC, UCHOJIb3YH
9Ty BO3MOXHOCTb;

6. Mcnonb3yid HECKOJIBKO MOYTOBBIX SALIUKOB. [IepBbIi /ISl YaCTHOM MEPENUCKH C
azpecaTaMy, KOTOPBIM Thl IOBEpSIEIIb. DTO NEKTPOHHBIA agpec HE HAJ0 HCIOJIb30BaTh
MIpH perucTpanuu Ha GopyMax U caiTax;



7. He oTkpbiBail ¢aiinibl U Ipyrue BIOKEHUS B MUCbMAaX, JaXK€ €CJIM OHU MPUILIN
OT TBOMX Jpy3eil. JIyurie yrouHu y HUX, OTHPABIISUIA JTU OHU TeOe 3TU (Pailiibl;

8. Ilocne okoH4YaHMs pabOTHI Ha OYTOBOM CEPBHCE MEPE]] 3aKPHITUEM BKIIAJIKU C
caiitoM He 3a0y/1b HaxaTh Ha "BeiiiTu".

KuOepOyuiMHI WK BUPTYAJbHOE U3/1€BaTeIbCTBO

KubepOynnuur - mpecienoBaHue COOOIIEHUSIMHU, COAEPKAIIUMU OCKOPOJIEHUS,
arpeccuio, 3allyTMBaHHe; XYJIMIaHCTBO; COLMATIbHOE OONKOTUPOBAHHWE C MOMOIIBIO
Pa3IMYHbBIX HHTEPHETCEPBHUCOB.

OcHOBHBIE COBETHI 110 6OPHOE ¢ KMOEPOYIITUHIOM:

1. He Opocaiics B 0oil. Jlyumuii crioco0: mocoBeTOBaTHCS KaK ceOsl BECTH U, €CIH
HET TOTrO, K KOMy MOKHO OOpaTUThCS, TO BHauaje yCIOKOUThCA. Eciu Thl HayHellb
OTBEYATh OCKOPOJEHUSMH Ha OCKOpPOJICHHS, TO TOJBKO ele OOJbIlIe pPa30XiKelllb
KOH(JIUKT;

2. Ympasisii cBoell kubeppemnyranuei;

3. AHOHUMHOCTbH B ceTd MHUMas1. CylIecTBYIOT CIOCOObI BBIICHUTD, KTO CTOMT 3a
AHOHMMHBIM aKKayHTOM;

4. He croWT BecTHM XyJUTaHCKUW 00pa3 BUPTyalbHON KU3HU. WHTEpHET
¢dukcupyer Bce TBOM JIEHCTBUA M COXpaHseT UuX. YJalnuThb UX OyAeT KpaiiHe
3aTpyIHUTENBHO;

5. Cobmoaaii cBOIO BUPTYaAIbHYIO YECTh CMOJIONY;

6. Urnopupyii equHUYHBIN HeraTuB. OHOPA30BbIE OCKOPOUTENBHBIE COOOIIECHUS
nydiie urnopuponaTh. OObIUHO arpeccusi MpeKkpaniaeTcsl Ha Ha4yaabHOW CTaJNH;

7. ban arpeccopa. B mporpammax oOMeHa MTIHOBEHHBIMH COOOUIECHUSIMHU, B
COLIMANIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKUPOBKM OTIpPAaBKU COOOIIEHUH ¢
ONPENIETICHHBIX aJIPECOB;

8. Eciu Thl cBugerens kuOepOyiuHra. TBow JeMCTBUS: BBICTYNUTH HPOTHUB
npecienoBarens, IO0Ka3aTb €My, YTO €ro JeWCTBUS OLEHUBAIOTCS HEraTUBHO,
HOJIIEPKaTh KEPTBY, KOTOPOH HY>KHA TICHUXOJIOTHYECKasi MOMOIIb, COOOIIUTH B3POCIBIM
0 (pakTe arpecCMBHOTO MOBE/ICHUS B CETH.

MooOuabHbIN TeJ1eoH

CoBpemenHble cMapThOHBI W IJIAHIIETHl COJEp)KaT B ceOe BIIOJHE B3POCIBIi
(GyHKIIMOHAI, ¥ TENEPh OHU MOTYT KOHKYPHUPOBATh CO CTAIlHOHAPHBIMH KOMITBIOTEPAMHU.
Opanako, cpeJICTB 3aIUTHI AJIsl MOJOOHBIX YCTPONCTB MOKa OYeHb MaJlo. TecTUpOoBaHUE U
NOMCK YSI3BUMOCTEN B HUX IMPOMCXOJIUT HE TaK MHTEHCUBHO, Kak mis I1K, To ke camoe
KacaeTcs U MOOUIIbHBIX MPHIIOKEHUN.

CoBpemeHHBIE MOOWIIBHBIE Opay3epbl YK€ NMPAaKTUYECKH IOTHAIM HACTOJIbHBIE
aHAJIOTH, OJTHAKO paciiupeHue (QpyHKIMOHaNa BIEYeT 3a COO0N OONBIIYIO CIOKHOCTH U
MEHBIIYIO 3alIUIIEHHOCTb.

Jlaieko He BCEe TPOU3BOJUTENIM BBIMYCKAIOT OOHOBJICHUS, 3aKPBIBAIOIINE
KPUTUYECKHUE YSI3BUMOCTH JJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIsi 6€30MaCHOCTH MOOMIIBHOTO TeledoHa:

Huuero He siBisercs: nmo-HacrosieMy oecruiatHeIM. Byib ocToposkeH, Belb Korja
Tebe npenaraT OecIIaTHBIN KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKHUe - TO IUIaTHBIE
YCIIyTH;

Hywmaii, npexnae yem ornpaButb SMS, ¢oto unu Buaeo. Thl TOUHO 3HAENIb, TIE
OHU OyAyT B KOHEYHOM HUTOTE?

Heo0xoanMo 0GHOBIIATH ONEPALMOHHYIO CHCTEMY TBOET0 CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPAMMBI JUIsI MOOMIIBHBIX TETIE(OHOB;



He 3arpyxail mpuiiokeHuss OT HEHM3BECTHOTO HMCTOYHMKA, BEIb OHU MOTYT
coJiepkKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECIICUEHUE;

[Tocie Toro kak ThI BBIAJICHIb C CaliTa, /i€ BBOIWI JIUYHYIO HHPOPMAIIHIO, 3ai 11
B HaCTpPOWKH Opay3epa u ynaiau cookies;

[lepuoanuecku mnpoBepsid, Kakhe IUIATHBIE YCIYTM aKTUBUPOBAHbI HA TBOEM
HoMmepe; /laBaii cBoii HOMep MOOMIIBHOTO TenedoHa TOIBKO JIOSM, KOTOPBIX Thl 3HACIIb
Y KOMY JIOBEPSIEIIb;

Bluetooth momxen ObITH BBIKIIIOYEH, KOT/Ia Tl UM HE MOJb3yeibcs. He 3a0biBait
WHOT/Ia POBEPSATH 3TO.

Online urpsi

CoBpeMeHHBIC OHJIAMH-UTPHI - 3TO KPacOUYHbIC, 3aXBATHIBAIOIIUE pPA3BICUCHUS,
00BEIUHSAIONINE COTHU THICSY YEJIOBEK MO BceMy MUpPY. UTrpoku ucClenyoT JaHHBIM UM
MHUp, OOIIAIOTCS APYT C JPYrOM, BBITIOJNHSIOT 3aJaHUs, CPaXalTCS C MOHCTPaAaMU H
MOJIYy4YaloT OMbBIT. 3a YJOBOJBCTBHE OHU IUIATST: TMOKYMAT MJUCK, OIJIAaYMBAIOT
a0OHEMEHT WJIM MPUOOPETAIOT KaKHUEe-TO OIIIHH.

Bce aTu cpenctBa uayt Ha mojjepiKaHWE W Pa3BUTHE UTPHI, a TAKXKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIINH, BBIMYCKAIOTCS HOBBIC MaT4H
(mdpoBeIe 3aMIaTKY 711 IPOTPaAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX Urpax CTOUT OmMacaTthCs HE CTOJBKO CBOUX COTEPHHKOB, CKOJIBKO
Kpa)ky TBOETO MapoJisi, Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPHU3alUU OOJIBITMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOETO UTPOBOTO aKKAyHTA!

1. Ecnm apyroit urpok BefeT cels IUIOXO WM co3/aeT Tebe HEmpHUSTHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

2. Ioxanyiics anMuUHHUCTpaTOpaM WIphbl Ha IUIOXO€ MOBEACHHE STOTO HMIpoOKa,
KeJlaTeJIbHO NMPUIIOKUTH KaKHe-TO J0Ka3aTelIbCTBa B BUJE CKPUHOB;

3. He yka3wiBait muunHyo nHdopmalmio B mpodaiiie urpsi;

4. VYBaxall Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBaii HeopuuanbHble TaTYH U MO/JIBI;

6. Hcnomnb3yi cioXHbIE U pa3HbIE MapOJIu;

7. Jaxe BO BpeMsi UIpbl HE CTOMT OTKJIIOYATh aHTHUBUpPYC. [loka Tl WUrpaems,
TBOW KOMITBIOTEpP MOTYT 3apa3uTh.

@OUIIMHT U KPaKa JHYHBIX JaHHBIX

OObIYHOM KpaXkell JIeHer M JTOKYMEHTOB CETOJIHS y>K€ HUKOTO HE yAMUBHIIb, HO C
pa3BUTHEM WHTEPHET-TEXHOJOTUHN 3JIOYMBIIUICHHUKH MEPEeMECTHIINCh B HMHTEPHET, U
MPOJIOJIKAIOT 3aHUMATHCS "TTIOOUMBIM' JICIIOM.

Tak mosiBUIIach HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUIITUHT, TJIaBHAS
1[eJb KOTOPOTO COCTOUT B TMOJYYCHHHM KOH(MHUACHIIMATBHBIX JTAHHBIX IOJIH30BATENCH -
JIOTMHOB M Tapoiieid. Ha anrnuiickom si3pike phishing untaercs kak ¢umunr (ot fishing -
pBIOHAs JIOBIISA, password - maposb).

OcHOBHBIE COBETHI 110 60PHOE ¢ HUITHHTOM:

1. Cnenu 3a cBOMM aKkayHTOM. Eclii ThI MOJ03peBaeiilb, 4YTO TBOS aHKETa ObLIa
B3JIOMaHa, TO HEOOXOIMMO 3a0JIOKHPOBATh €€ M COOOIIUTHh aIMHUHUCTPATOpPaM pecypca
00 3TOM KaK MOKHO CKopee;

2. Wcnonb3yii Oe3omacHble BeO-CaiThl, B TOM 4YHCJIe, MHTEPHET-Mara3uHoB W
MTOMCKOBBIX CHUCTEM;

3. Hcnonb3yii crnokHble W pasHble mapoiu. Takum oOpa3oMm, eciau Teos
B3JIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJIYYaT JOCTYI TOJIHKO K OJHOMY TBOEMY MPOPUITIO B
CEeTH, a HE KO BCEM;



4. Ecnu 1e0s B370Maid, TO HEOOXOJUMO MPEAYIPENNUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbI€ J100aBJIEHBI Y T€0s B APY3biX, O TOM, YTO T€OsS B3JIOMaId M, BO3MOXHO, OT
TBOEr0 UMEHU OYJET pacChlIaThCs CIIaM U CChUIKU Ha (PUIIIMHIOBBIE CANUTBHI;

5. YcranoBu HanexHbli napoib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTkIII0YM COXpaHEHUE mapois B Opaysepe;

7. He oTkpbIBail Qailsibl U Apyrue BIOKEHUS B MUChbMaX, AK€ €CIM OHHU MPHILLIN
OT TBOUX Jipy3eil. Jlyuiie yTouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (ailibl.
Hudposas penyranus

Hudposas pemyranus - 3TO HEraTUBHAs WM NO3UTUBHASA MH(OpMAIMS B CETH O
tebe. Kommpomerupyrmias wuHbopMaius, pa3MeleHHass B HHTEPHETE, MOXKET
CepbEe3HBIM 00pPa30M OTPa3UThCSA HAa TBOeW peanbHOM ku3HU. "lludpoas pemyranus" -
3TO TBOM UMUK, KOTOPBIH (popmupyeTcs u3 uHdopmauu o Tede B MHTEpHETE.

TBOe MecTO KHUTEIhCTBA, yueObl, TBO€ (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH
XapakTepa U paccKas3bl 0 OJU3KHX - BCE ATO HAKAIIJIMBAETCS B CETH.

MHorve mOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJUMKaluMu JIMYHON
uHpopmanuun B MHTepHETe, HE MOHMMAs BO3MOXHBIX MOCHEACTBUN. Thl Jaxke He
CMOJKElIb JI0TaJaThCsi O TOM, 4To (oTorpadusi, pa3MelleHHas S5 JeT Haszaj, craja
MPUYMHOM OTKa3a MpUHATH TeOs Ha paboTy.

KomMmenTapuu, pasmenenue TBoux (ororpaduit u apyrue AeiCTBUS MOTYT He
MCYE3HYTh Jake IMOCIe TOro, KaK Thl UX yAalullb. Thl HE 3HACIIb, KTO COXPAaHUI 3Ty
uH(pOpMaIINIo, ToMaja JIM OHA B TIOMCKOBBIE CUCTEMbI M COXPaHHWJIaCh JIU OHA, a TJIaBHOE:
YTO TMOAYMAIOT O TeOe OKpPY’KAIIIHWe AU, KOTOpble HAWIYT W yBUIAT 3To. Haiitu
MH(POPMALIMIO MHOTI'O JIET CITyCTSI CMOJKET JIF000H - KaKk U3 10OpbIX NOOYKIACHUH, TaK U C
HaMepeHHEeM IIPUUUHUTD Bpel. ITO MOXKET ObITh KTO YTOJHO.

OcCHOBHBbIE COBETHI 110 3aLUTE LU(POBOM penyTaluu:

1. Iogymaii, mpexae yeM 4To-To MyOIMKOBATh U NepeaBaTh y ce0s B Oiore uiu
B COLIMAJIBHOM CETH;

2. B HacTpoiikax npouis yCTaHOBH OrpaHUUYEHUS Ha IPOCMOTP TBOETO Npoduiis
U €ro COJIEP’KUMOTO, Ciejal ero ToJbKo "mist Apy3ei';

3. He pa3memaii u He ykaspiBail MH(OpMaLNIO, KOTOpash MOXET KOro-iunbo
OCKOPOJIATh UK OOMKATh.

ABTOpCKOe PaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTUBHBIE NIOJIb30BaTENN LHU(POBOrO MPOCTPAHCTBA.
OnHako J1aeko He BCE 3HAIOT, YTO I0JIb30BAHUE MHOTUMH BO3MOXKHOCTSIMU IIU(PPOBOTO
Mupa TpedyeT coOII0IeHHS ITPaB Ha MHTEUIEKTYyalIbHYI0 COOCTBEHHOCTb.

Tepmun "uHTeIEKTyallbHasi COOCTBEHHOCTH' OTHOCUTCS K  pa3iIMYHBIM
TBOPEHHUSIM YEJIOBEYECKOTO0 yMa, HAuMHasg C HOBBIX H300peTeHMH U 3HAKOB,
0003HAYaIOMIMX COOCTBEHHOCTb Ha MPOAYKTHl M YCIYyTH, M 3aKaHYUBas KHUTaMH,
¢doTtorpadpusimu, KHHOUIBMAaMU U MY3bIKaTbHBIMHU IPOU3BEACHUSMHU.

ABTOpCKME TpaBa - 3TO IIpaBa Ha MHHTEUIEKTyaJlbHYI0 COOCTBEHHOCTh Ha
MIPOM3BEACHUSI HAyKH, JUTEPATypbl U HCKYyCCTBA. ABTOPCKME IIpaBa BBICTyNAKOT B
KayecTBe TapaHTUU TOrO, YTO WHTEIUICKTYaJbHBIM/TBOPUECKUN TPyA aBTOpa HE OyIeT
HaMpacHbIM, JIaCT €My CIPaBEUIMBbIE BOZMOXKHOCTH 3apaloTaTh Ha pe3yJbTaTax CBOETO
TpyZa, MOJyYUuTh U3BECTHOCTH M npu3HaHue. Hukro Ge3 pasperieHus aBTopa HE MOXKET
BOCIIPOM3BOJIUTH €r0 IPOU3BEIEHUE, PACIpOCTPaHITh, MyOIMYHO JEMOHCTPUPOBATH,
npoaaBaTh, HMMIIOPTUPOBAaTh, IyCKaTh B  NPOKaT, MyOJIMYHO  HCIIOJNHATS,
MOKa3bIBATH/UCIIONHATE B 3(pupe uinu pa3meniats B UnTepuere.

Hcnonp3oBanue "mUpaTcKoro” mporpaMMHOIO OOECIEYEHHsST MOXKET MPUBECTH K



MHOTHM pHCKaM: OT MOTEpPH JaHHBIX K TBOMM aKKayHTaMm J0 OJIOKUPOBKH TBOETO
YCTPOMCTBA, TJI€ YCTAHOBJIEHA HeJeranbHas nporpaMmMa. He cTouT takke 3a0bIBaTh, YTO
CYILIECTBYIOT JIETaJIbHbIC U OECIUIATHBIE MPOTPAMMBI, KOTOPbIE MOKHO HAUTH B CETH.
O nmopraJie

CereBr4oK.pd - TBOM TJIaBHBIA COBETUYMK B CETU. 3/1€Ch Thl MOXKEIIb Y3HATh O
0€30MacCHOCTH B CETH TMOHSATHBIM W JIOCTYIHBIM SI3BIKOM, a TPH BO3HUKHOBEHHUH
KPUTUYECKOM CUTyallud OOpaTUTHhCS 3a COBETOM. A TakXe MPUHITH Yy4YacTHE B
KOHKYpCax U CTaTh CaMbIM HIU(PPOBBIM IpaskTaHIHOM !

WHCTPYKIUS JJISI OBYUAIOIIIUXCHA OB HHOOPMAIIMOHHOMN
BE3OITACHOCTHA
HEJIb35
1. Bcem moapsinq cooOmiaTe CBOK YacTHYK HH(POpMANHIO (HACTOSALIME WM,
dbamunmto, TenedoH, aapec, HOMEp IIKOJIbI, a Takke (GoTorpa@uu CBOHU, CBOEH CEMbU U
py3eit);
2. OTKpbIBaTh BJIOKEHHBbIE (ailfibl SIEKTPOHHOW IMOYTHI, KOrJa HE 3Haellb
OTIPABUTENS;
3. I'pybutb, mpumuparbcsi, OKa3blBaTh JaBJICHHE - BECTH ce€Osl HEBEKIMBO U
arpeccHUBHO;
4. He pacnopspkaiics JeHbIaMy TBOEH ceMbU 0€3 pa3pelleHus CTapIliuX - BCerjaa
CIIpallliBay pOAUTENIEH;
5. He Bcrpeuaiicsa ¢ IHTepHET-3HaKOMBIMU B peajbHOM KU3HU - IIOCOBETYHCS CO
B3POCJIBIM, KOTOPOMY IOBEPSACILb.
OCTOPOKHO
1. He Bce numyt npaay. Uuraems o ceOe Henpasay B MHTepHeTe - coobuu 06
9TOM CBOUM POJUTEIISAM WX ONEKYHAM;
2. IlpurnamaroT nepenuchbIBaThCS, UrpaTb, OOMEHUBATHCA - MPOBEPb, HET JIU
I10/IBOXA;
3. HeszakonHoe xonupoBanue ¢aitioB B IHTepHETE - BOPOBCTBO;
4. Bcerna paccka3blBail B3pOCibIM O IIpoOJieMax B CETH - OHHM BCET/la IOMOTYT;
5. Hcnonp3yil HacTpoliku O€30IaCHOCTH W NIPUBATHOCTH, YTOOBI HE IMOTEPSThH
CBOU aKKayHTBI B COLICETAX U APYTUX MOPTAJIAX.
MO’KHO
1. VYBaxal Ipyrux moJib30BaTelieu;
2. Ilomp3yewbes MTHTEpHET-UCTOYHUKOM - J€JIall CCBUIKY Ha HETO;
3. OTKpbIBail TOJBKO TE CCBUIKH, B KOTOPBIX YBEPEH;
4. OOwAaThCs 32 MOMOIIBIO B3POCIBIM - POJUTENIH, ONEKYHbl U aIMUHHUCTPAIHS
CalTOB BCErJa IIOMOTYT.
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